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Bitdefender 10 in 10

63% 27%

consideran que de las empresas
estamos en una cuestionadas no
ciberguerra que les tienen una
puede afectar estrategia de
seguridad

72%

creen que hay
necesidad de un
tipo mas diverso
de habilidades en
la ciberseguridad
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RISE AND FALL (AND RISE AGAIN) OF RANSOMWARE

Ransomware is here to stay

The resurgence of ransomware is a huge concern for infosec professionals and recent events

have only made it easier for cybercriminals

43% of infosec professionals agree that they are seeing a resurgence in ransomware
attacks, but protection against them hasn't advanced much over the last five years.
Just under half (49%) also stated that with increasing numbers of people working
from home, their main cybersecurity concern is the business suffering a large-scale
ransornware attack.
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43% 49%

concern is suffering
a large-scale attack

Seeing a resurgence in
ransomware attacks

Please indicate to what degree you agree or disagree with the following statements:

I | 5m ==sing & resurgence in ransomware attacks, yet protection
=gainst them has not advanced that much in the last five years 49%

B With increasing numbers of people working from home, my main cybersecurtty
concern is the business suffering a large-scale ransomware attack

33%

18%

9% oo

Strongly B_Iig"r. by Meither agras Shghtly
disagres disagras nor disagree agres




LA PERSISTENCIA DEL RANSOMWARE

Puede empeorar
La mayoria de los profesionales de ciberseguridad consideran que el ransomware va a empeorar

70% de los CISOs/CIOs creen que vamos a ver un incremento de lao De los que no opinan que van a incrementar los ataques ransomware en los
ataques ransomware en las siguientes 12-18 meses. Es una opinién proximos 12-18 meses, 3 de 5 afirman que no van a ser afectados porque han
gue han expresado también 63% de los profesionales infosec. reforzado sus infraestructuras y educan a los empleados en ciberseguridad.
Do you expect to see an increase in ransomware attacks in the next 12- Why do you think that will be the case?

18 months?

B Infosec professionals [} CISO/CIO
B Infosec professionals [l CISO/CIO

There is a good general
cybersecurity awareness within
business leadership to prevent
these kinds of attacks
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We have a solid security
infrastructure in place to prevent
these kinds of attacks 28%
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Employee knowledge is better
and they are less likely to fall
victim to ransomware attacks 26%

B

The businesses you work for are 26
better prepared to prevent
ransomware attacks
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There are already so many
attacks, | don't expect to see an
increase

15%
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10% Ransomware attacks will 9
decrease as other attacks take
precedence %
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LA PERSISTENCIA DEL RANSOMWARE

Viviendo con las consecuencias
Caiendo victima de un ransomware tiene un gran impacto en el negocio

Casi la mitad de los CISOs/CIOs (49%) y mas de un tercio de los Casi 2 de 5 profesionales creen que un ransomware les va a producir dafio
reputacional(38%), interrupcion del negocio y afectacién de su continuidad

(36%). Las penas y multas legales son las que mas preocupan, pero solo un
27% las ve como el motivo principal de preocupacion

profesionales en infosec (42%) se muestran preocupados que un ataque
de ransomware los puede echar del negocio en 12-18 meses si no se
protegen adecuadamente.

Please indicate to what degree you agree or disagree with the following What would be the main consequences of your company suffering a ransomware
statements: “I am worried that a ransomware attack could wipe out the attack? Select all that apply

business in the next 12-18 months if we don’t increase investment in

security.”

Don't know

Léga\ fines and penalties
T.7%

Reputational damage

B Infosec professionals [l CISO/CIO

Paying to have the ransomware d...
12.6%

Increased downtime and business.

Increased cost of cyber insurance

The personal impact on people (c
15.2

Loss of revenue
4.3%

Strongly disagree  Slightly disagree  Neither agree nor Slightly agree Strongly agree
disagree



RISE AND FALL (AND RISE AGAIN) OF RANSOMWARE

Paying up

A surprising amount of infosec professionals believe their organisation would pay up should
they be attacked with ransomware

Almost one in six CIS0s/CI0s (558%) and half of infosec professionals (50%) believe Should the business you work for suffer a ransomware attack, do you believe it would
that the business they work for would pay the ransom in order to prevent its data/ pay their ransomware in order to prevent its data/information from being published?
information from being published. And a further 18% of infosec professionals, don't
know whether the business they work for would pay the ransom.

59%

B Infosec professional= [l CIS0/CIO

o,
32% 305
18%
11%
" o
-I I n 6 5 O /‘J Don't know
C150s and Cl0s believe that the infasec professionals believe that _ _ _ o
business they work for would the business they work for would Those in the UK and Denmark are most likely to expect their organisation to pay a

pay the ransom pay the ransom ransomware order (both 56%)



GARMIN CASE - FACTS & LESSONS

FACTS:

23.07.2020

GARMIN Connect secuestrado

Servicios importantes de conectividad
parados — call centers, redes internas, online

I e s
chat . : A s
Apps para movil y wearables que no han e e s e 5
funcionado Covactsehm
Los mapas para los sistemas de navegacion jﬁj:f‘,..,...,s..s"ff'j"i;'.’“;;,,"j“m“'””“
no se han podido actualizer Fitplan
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GARMIN CASE - FACTS & LESSONS

LESSONS:

1. Los cibercriminales vienen a por cualquier
organizacion

2. Ataque dirigido. EvilCorp no ha escogido
Garmin al azar

3. Han afectado las operaciones, no los
satélites u otros sectores. Y esto ha sido
visible y ha dolido mas.

4. Ellos lo dan todo. ¢Y tus empleados?

5. La prevencion les ha fallado. Y la EDR?

6. GARMIN tenia muchas tecnologias de
seguridad instaladas. Pero aun asi...

7. TO PAY OR NOT TO PAY

8. La necesidad de tecnologias integradas en

una plataforma de ciber-resiliencia

10 Bitdefender:

September 21, 2020

GARMIN.

We're sorry.

We are currently experiencing an outage that affects Garmin.com and Garmin Connect.
This outage also affects our call centers, and we are currently unable to receive any calls,
emails or online chats. We are working to resolve this issue as quickly as possible and
apologize for this inconvenience.
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LA RESPUESTA ADECUADA REQUIERE DE
TECNOLOGIAS INTEGRADAS
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PREVENCION
DESTACADA e

Para parar lo maximo
gue puedas
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LA RESPUESTA ADECUADA REQUIERE DE
TECNOLOGIAS INTEGRADAS
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LA RESPUESTA ADECUADA REQUIERE DE
TECNOLOGIAS INTEGRADAS
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Para parar lo maximo
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respuesta



LA RESPUESTA ADECUADA REQUIERE DE

TECNOLOGIAS INTEGRADAS

PREVENCION
DESTACADA

Para parar lo maximo
gue puedas

RESPUESTA
AUTOMATIZADA

@ Efectiva y con
sugerencias de
mejora de la postura
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TECNOLOGIAS &
SERVICIOS
INTEGRADOS
PARA EVITAR LAS
BRECHAS

Bitdefender GravityZone es una
plataforma de seguridad de préxima
generacion que les permite proteger
todos los endpoints de una empresa,
incluido los que los empleados traen
en la red empresarial, tanto fisicos
como virtuales, en el datacenter o
instancias en la nube.
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LAS CAPAS DE
PROTECCION PARA
UNA EMPRESA CIBER-
RESILIENTE
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Pre-Hardenened =

Attacker
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DEVICE
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PATCH
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