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El nuevo paradigma de los ataques

v Los ataques a la cadena de suministro se multiplicaron x2 en 2019 vs. 2018

v El Spear-phishing (suplantacion de identidad) es cada vez mds precisa: Ataques de
rebote.

v'Daio estimado de Ransomware en 2019: 20.000 M$
v"Un nuevo ataque ransomware cada 14 segundos

v La automatizacion y la industrializacién del malware estdan creciendo



Algunos hechos concretos

v El 80% de los ataques utilizan Active Directory (AD) para realizar movimientos
laterales y escalar privilegios

v El 60% de los nuevos malwares incluyen codigos especificos para atacar la
configuracion incorrecta del AD (mimikatz, Rubeus, Bloodhound, etc.)

v Aumento de infecciones masivas dirigidas a grandes organizaciones: el uso del AD

ahora es un comportamiento "por disefo” de los malwares: se usa cédigo mimikatz
embebido

v'"Herramientas vy kits para atacar al AD mas baratos: las herramientas vy kits de
cibercrimen se pueden comprar por tan solo 1$ en el mercado negro

v Promedio entre el ataque del dia 1y el descubrimiento de |la brecha: 49.6 dias



Principales tendencias en ataques en el ultimo trimestre

v Los ataques desde china estdn creciendo

v’ Cibercriminalidad crece al 30%. 400.000 personas organizadas. Robo de datos crece al
23% anual

v’ Tacticas de phishing usando la crisis del Covid-19

v"Nuevos correos para robar dinero y obtner informacién personal

v El impacto de los ataques ransomware sigue creciendo: RaaS

v  Automatizacion del malware crecié al 13% respecto Q4

v MacOS ahora es un nuevo vector de ataque

v"Media de amenazas por equipo : Windows: 6, macOS: 11 (incremento 400% en 2019)

v El AD usado para movimientos laterals y escalado de privilegios.

v EL uso de codigo embebido Mimikatz crecié un 42% respecto trimestres anteriores



THE CORE hd CORPORATE DATA
OF YOUR INFRASTRUCTURE

USERS &
A‘ CREDENTIALS

o

Active Directory holds Ml ) 1CS & SCADA
the keys to your realm
Active Directory B e S

Governs authentication, holds all passwords .« /A ~] E-MAIL

Manages access rights to every vital asset
Is a 20-year-old design that didn't evolve much

Is impossible to maintain in a pristine state
APPLICATIONS

P‘

Clean AD implementations are a myth, and hackers
know how to exploit weaknesses

— CAOUIB \RESOURCES




Por qué EXISTEN o APARECEN errores de configuracion
que provocan caminos de ataque?



Por qué EXISTEN o APARECEN errores de configuracion
que provocan caminos de ataque?

EXISTEN

v AD es una tecnologia de 20 afos

v El diseno principal de AD y las
conflgurauones estrategicas se hicieron
hace 10 anos o mas.

v" AD es necesario para administrar el
negocio y sequira existiendo durante al
menos una deécada

v' AD es muy complejo de administrar

v’ Actualizar el sistema operativo de los DC
no es suficiente, la configuracién de la base
de datos sigue siendo la misma



Por qué EXISTEN o APARECEN errores de configuracion
que provocan caminos de ataque?

EXISTEN

v AD es una tecnologia de 20 afos

v El diseno principal de AD y las
configuraciones estratégicas se hicieron
hace 10 anos o mas.

v' AD es necesario para administrar el
negocio y sequira existiendo durante al
menos una decada

v' AD es muy complejo de administrar

v' Actualizar el sistema operativo de los DC
no es suficiente, la configuracién de la base
de datos sigue siendo la misma

APARECEN

v AD es una infraestructura viva, con
miles de cambios realizados todos los
dias en la base de datos

v El error humano existe

v'Instalacién y requisitos de las
aplicaciones: delegacion Kerberos,
confianzas bidireccionales, ACE
especificos en AD, etc.

v En la vida real, no es posible estudiar
y validar un cambio en el AD para
cada necesidad: las empresas deben
funcionar



AD LA PRINCIPAL CAUSA DETODOS LOS COMPROMISOS MASIVOS

UNITED NATIONS
January 2020

AURORA
January 2010

NORSK HYDRO
March 2019

BALTIMORE Z/ &R \» . PEN

June 2019

SONY
November 2014

Active Directory

CARBANAK al
February 2015

TARGET
December 2013

PrivatBank

TARGET

SingHealth

SINGHEALTH
October 2018



THE CYBER KILLCHAIN FRAMEWORK

WIDESPREAD COMPROMISE

PEN-TESTING
COMPLIANCE & AUDIT TOOLS
SIEM-BASED CORRELATION

PAM SOLUTIONS

«  AGENT-BASED BEHAVIORAL DETECTION

SOGOEK

‘ Post exploitation ‘ Exfiltration using

Target ‘ Initial Endpoint Company’s Credentials replay
recognition compromise infrastructure on privileged (persistence, side-channel
Phishing Local privilege ~ cartography Lateral accounts Privileges ~ Packdooring) gy isiness tunnels
campaign on escalation movement Escalation on AD resources
selected targets tampering

A security gap that has received too little attention
from our industry, and far too much from hackers

© ALSID COPYRIGHT 2019
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Random attacks

Cémo ocurre un ataque (APT o Ransomware)

automatization

PHISHING

MALWARE RECONN-
INJECTION AISSANCE

i

First part of the attack:
Target = Workstation

Fourth part of the attack:
[A] Data encryption & ransom asked
[B] Data theft & sold on the dark marke?\\

CREDENTIAL § EXPLOITATION PRIVILEGE LATERAL PERSISTENCE
THEFT ESCALATION MOVEMENT

a S I
A @

Second part of the attack: ~ Third part of the attack:
Target = Active Directory Target = Active Directory + Business data

o N

N o o o e -



Ejemplo de Ransomware: RYUK

The DomainGrabber code is a specific

TrojanSpy.Win32.TRICKBOT “tool” to perform the Active Directory

Or TRICKBOT reconnaissance
Trojan.W97M.POWLOAD  TrojanSpy.Win32.EMOTET DomainGrabber Ransom.Win32.RYUK

lﬂ 9 9

altlng for AD misconfiguration

_,._?__.A_.

.‘ Performs lateral
movement using Active

Directory: When the AD Upon execution, it

Malicious documents User is invited to open Dropper downloads = MS17-010 misconfiguration will perform its
files (droppers) the attachment, then Trickbot 9 or Emotet vulnerability (SMB (=attack path) is encryption routine:
distributed as malicious code ﬂ is eto be used for: exploit) detected, the last part  Local and shared

attachments through run to download = Stealing = Networks shares of the code @) is files becomes

phishing attacks additional code: credentials (compromised downloaded and encrypted and
Trickbot or Emotet = Active Directory accounts) deployed in the ransom notes are

AV & EDR deactivation reconnaissance = PsExec, etc. organization activated



Ejemplo de Ransomware: RYUK
Puntos clave:

v AV & EDR puede ser desactivado facilmente con la primera parte del cédico
v' Trickbot incluye una pieza especifica de cédigo para realizar el reconocimiento del dominio del AD
v Malwares puede esperar dias / meses hasta que se produzca fallo de conf en el AD (= ruta de ataque)

TrojanSpy.Win32.TRICKBOT

Or TRICKBOT

Trojan.W97M.POWLOAD  TrojanSpy. Win32 EMOTET DomainGrabber

lﬂ

altlng for AD misconfiguration

)
€

’V Performs lateral
movement using Active
Directory:
Malicious documents User is invited to open Dropper downloads = MS17-010
files (droppers) the attachment, then Trickbot 9 or Emotet vulnerability (SMB
distributed as malicious code a IS to be used for: exploit)
attachments through run to download = Stealing » Networks shares
phishing attacks additional code: credentials (compromised
Trickbot or Emotet = Active Directory accounts)
reconnaissance » PsExec, etc.

_.._?__,A_.

The DomainGrabber code is a specific
“tool” to perform the Active Directory
reconnaissance

Ransom. Win32 RYUK

Upon execution, it
will perform its

When the AD
misconfiguration
(=attack path) is encryption routine:

detected, the last part ~ Local and shared
of the code 9 is files becomes
downloaded and encrypted and

deployed in the ransom notes are

organization activated



AV o EDR no detecta la primera carga en mails de phishing

Example A

Boite de réception - Hotmail - O

€ Répondre € Répondre dtous  —> Transtérer =] Archiver [l Supprimer  +*
Réclamation FDJ

Q Jonathan Brand <jbrand@keystone.edu> B2
0215 =

Enregistrer toutes les pieces jointes

EURO-MILLIONS. pdf
829,18 Ko

NOTIFICATION pdf
599,59 Ko

BONJOUR
Monsieur / Madame
Nous vous contactons par cette présente lettre pour vous informer que vous venez de
gagner la somme de 680.000€ (Six Cent Quatre Vingt Milles Euros) du tirage au sort
organisé par la Frangaise des Jeux LOTERIE EURO MILLIONS .
Pour la réclamation du gain veuillez entrer en contact direct
avec Maitre VINCENT PIETO
Courrier Electronique : me.vincent.pieto@gmail.com

Pour plus d'information, Veuillez trouver le formulaire se trouvant en annexe
(Fichier Joint).
Trés Cordialement,
LA DIRECTION Générale
Stéphane PALLEZ

Only 1 AV/EDR on
60 has detected the

first Payload inside
the PDF file

[ scan result ]

AlYac 1.1.1.5/20200501 found nothing

AVG  18.4.3895.0/20200501 found nothing

Ad-Aware 3.0.5.370/20200501  found nothing
AegisLab 4.2/20200501 found nothing

Ahnlab-v3  3.17.5.27267/20200501 found nothing
Antiy-AVL  3.0.0.1/20200501 found nothing
Arcabit 1.0.0.872/20200501  found nothing

Avast 18.4.3895.0/20200501 found nothing
Avast-Mobile 200430-02/20200430  found nothing
Avira 8.3.3.8/20200501 found nothing

Baidu 1.0.0.2/20190318 found nothing

BitDefender 7.2/20200501 found nothing
BitDefenderTheta 7.2.37796.0/20200428 found nothing
Bkav 1.3.0.9899/20200429 found nothing
CAT-QuickHeal 14.00/20200501 found nothing

CMC  1.1.0977/20190321 found nothing

ClamAV 0.102.2.0/20200430  found nothing

Comodo 32392/20200501 found nothing

Cylance 2.3.1.101/20200501  found nothing

Cyren 6.2.2.2/20200501 found nothing

DrWeb 7.0.46.3050/20200501 found nothing
ESET-NOD32  21256/20200501 found nothing
Emsisoft 2018.12.0.1641/20200501 found nothing
F-Prot 4.7.1.166/20200501  found nothing

F-Secure 12.0.86.52/20200501 found nothing
FireEye 32.31.0.0/20200316  found nothing

Fortinet 6.2.142.0/20200501  found nothing

GData A:25.25543B:26.18573/20200501 found nothing
lkarus 0.1.5.2/20200501 found nothing

Jiangmin 16.0,100/20200501  found nothing
K7AntiVirus  11.106.33962/20200501 found nothing
K7GW 11.106.33964/20200501 found nothing
Kaspersky  15.0.1.13/20200501  found nothing
Kingsoft 2013.8.14.323/20200501 found nothing
MAX  2019.9.16.1/20200501 found nothing
Malwarebytes 3.6.4.335/20200501  found nothing
MaxSecure  1.0.0.1/20200501 found nothing
McAfee 6.0.6.653/20200501  found nothing
MicroWorld-eScan 14.0.409.0/20200501  found nothing
Microsoft  1.1.16900.4/20200501 found nothing
NANO-Antivirus 1.0.134.25112/20200501 found nothing
Panda 4.6.4.2/20200501  found nothing

Qihoo-360  1.0.0.1120/20200501 found nothing
Rising 25.0.0.24/20200501 found nothing
SUPERAntiSpyware  5.6.0.1032/20200424  found nothing
Sangfor 1.0/20200423 found nothing

SentinelOne  2.1.0.89/20200406  found DFI - Suspicious PDF
Sophos 4.98.0/20200501 found nothing

TACHYON 2020-05-01.02/20200501 found nothing
Tencent 1.0.0.1/20200501 found nothing
TotalDefense 37.1.62.1/20200501  found nothing
TrendMicro  11.0.0.1006/20200501 found nothing
TrendMicro-HouseCall 10.0,0.1040/20200501 found nothing
VBA32 4.3.0/20200430 found nothing

VIPRE 83388/20200501 found nothing

ViRobot 2014.3.20,0/20200501 found nothing

Yandex 5.5.2.24/20200430  found nothing

Zillya 2.0.0.4082/20200430 found nothing

ZoneAlarm  1.0/20200501 found nothing

Zoner 0.0.0.0/20200501 found nothing

Example B

$Répondre ¥y Répondre dtous  —> Transférer =7 Archiver  [il] Supprimer  +++

Accusé Réception

@ Jacques Nadon <robertsn@tampabay.rt.com>
08/04/2020 23:20

+II

8fec9ef62a65 (01).pdf
32,79 Ko

Bonjour Monsieur / Madame,

Je vie une situation trés triste en ce moment en raison d'une grave maladie.
J'ai une affaire trés important a3 vous soumettre,

Pour toutes informations consultez I'attachement (ci-Joint).

Au plaisir de vous lire,

Jacques Nadon

Only 1 AV/EDR on
60 has detected the

first Payload inside
the PDF file

[ scan result ]

AlYac 1.1.1.5/20200409 found nothing

AVG  18.4,3895.0/20200408 found nothing

Ad-Aware 3.0.5.370/20200409  found nothing
AegisLab 4,2/20200409 found nothing

Ahnlab-v3  3.17.4.26996/20200409 found nothing
Antiy-AVL  3.0.0.1/20200409 found nothing
Arcabit 1.0.0.870/20200409  found nothing

Avast 18.4.3895.0/20200408 found nothing
Avast-Mobile 200409-00/20200409  found nothing
Avira 8.3.3.8/20200409 found nothing

Baidu 1.0.0.2/20190318 found nothing

BitDefender 7.2/20200409 found nothing
BitDefenderTheta 7.2.37796.0/20200408 found nothing
Bkav 1.3.0.9899/20200409 found nothing
CAT-QuickHeal 14.00/20200409 found nothing

CMC  1.1.0.977/20190321  found nothing

ClamAV 0.102.2.0/20200409  found nothing

Comodo 32304/20200409 found nothing

Cylance 2.3.1.101/20200402  found nothing

Cyren 6.2.2.2/20200409 found nothing

DrWWeb 7.0.46.3050/20200409 found nothing
ESET-NOD32  21139/20200409 found PDF/Fraud.AS)
Emsisoft 2018.12.0.1641/20200409 found nothing
F-Prot 4.7.1.166/20200409 found nothing

F-Secure 12.0.86.52/20200409 found nothing
FireEye 32.31.0.0/20200316  found nothing

Fortinet 6.2.142,0/20200409  found nothing

GData A:25.25373B:26.18313/20200409 found nothing
Ikarus 0.1.5.2/20200409 found nothing

Jiangmin  16.0.100/20200409  found nothing
K7AntiVirus  11,102.33708/20200407 found nothing
K7GW 11.102.33740/20200409 found nothing
Kaspersky 15.0.1.13/20200409  found nothing
Kingsoft 2013.8.14.323/20200409 found nothing
MAX  2019.9.16.1/20200409 found nothing
Malwarebytes 3.6.4.335/20200409  found nothing
MaxSecure  1.0.0.1/20200409 found nothing
McAfee 6.0.6.653/20200409  found nothing
McAfee-GW-Edition  v2017.3010/20200409 found nothing
MicroWorld-eScan 14.0.409.0/20200409  found nothing
Microsoft  1.1.16900.4/20200409 found nothing
NANO-Antivirus 1.0.134.25032/20200409 found nothing
Panda 4.6.4.2/20200409 found nothing

Qihoo-360  1.0.0.1120/20200409  found nothing
Rising 25.0.0.24/20200409  found nothing
SUPERANtiSpyware 5.6.0.1032/20200404 found nothing
SentinelOne  2.1.0.89/20200406  found nothing
Sophos 4.98,0/20200409 found nothing

TACHYON 2020-04-09.02/20200409 found nothing
Tencent 1.0.0.1/20200409 found nothing
TotalDefense 37.1.62,1/20200408  found nothing
TrendMicro  11.0.0.1006/20200409 found nothing
TrendMicro-HouseCall  10.0.0.1040/20200409  found nothing
VBA32 4.3.0/20200409 found nothing

VIPRE 82858/20200409 found nothing

ViRobot 2014.3.20.0/20200409 found nothing

Yandex 5.5.2.24/20200409 found nothing

Zillya 2.0.0.4065/20200409 found nothing

ZoneAlarm 1.0/20200409 found nothing

Zoner 0.0.0.0/20200409 found nothing



Ejemplo de ataque: 2020 - Compania Noruega- 35.000 empleados

v Una persona recibié una comunicacion por correo electrénico con un archivo adjunto de un cliente confiable
v Abre el archivo

v El AV descubrié el troyano en cuestion de dias, pero ya era demasiado tarde.

v' Utiliza Kits de herramientas como MimiKatz para obtener acceso a cuentas de usuario privilegiadas en el AD

v" Utilizando credenciales de administrador de dominio, los cibercriminales pudieron acceder al AD y comenzar
a modificar algunos datos en el AD para cubrir las acciones futuras.

v Se usaron credenciales de administrador para deshabilitar todos los mecanismos de defensa cibernética
establecidos y para deshabilitar los trabajos de backup

v" El Active Directory se utilizé para distribuir el ransomware a través de la infraestructura de red

v' Se activa el Ransomware en mds de 22 OO0 ordenadores y servidores

v’ Se pide el rescate (ransomware)
v La empresa decide no pagar.

v’ Coste para la empresa: segun el informe de la compaiia, el coste de la recuperacién y del negocio superd los
70 millones de ddlares (la pdliza de seguro cibernético solo pagd $ 3.6 millones de délares)



RaaS: Ransomware as a Service

v’ Definicién: Servicio SaaS ofrecido por vendedores clandestinos a delincuentes
proporciondandoles una herramienta de ransomware "

v'Basado en una suscripciéon permite al cibercriminal PRINCIPIANTE lanzar ataques de
ransomware sin dificultad y sin tener conocimientos de seguridad.

v Ya hay varios paquetes RaaS disponibles en el mercado: sodinokibi, Philadelphia,
Stampado, filefrozer

v'Permite a cualquiera crearse una cuenta de "afiliado” de un paquete Raa$S establecido.



Ransomware as a service (RaaS): Modelo de negocio

@ Factoria

RaaS: Crea
una oferta de
RaaS vy la
publica en
una web
oscura

El
principiante
solicita un Kit
Ransomware
en la
pataforma

@ La factoria
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automaticamen
te un cdodigo
con un numero
de afiliado
+
Guia paso a
paso de como
lanzar una
campana de
ransomware,
una plataforma
donde muestra
el estado del
ataque con
dashboards en
tiempo real

auuw

/555::;&
‘i;;:::
§ SEEEEE

usard el RaaS

para desplegarlo
e infectar las

organizaciones y

pedir el rescate
(ransomware)

Una vez la
@organizacién
paga el
ransomware,
el 50% del
dinero va
para el
principiante y
el otro 50%

va a parar a la
factoria RaaS
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¢Como proteger el Directorio Activo?
Plan de Seguridad
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Plan de seqguridad para el Directorio Activo

¢cQueé es importante implementar para estar protegido?

New AD attack
path discovered by

the ransomware Business data
reconnaissance encryption
tdol starts

TRICKBOT

DomainGrabber between 1 & 4 hours

. : _ “Safe window”
Waiting for AD misconfiguration
Active Directory A Encryption code
reconnaissance to activated and
catch attack widespread in the
paths based on organization

AD
misconfigurations

[1] Having a real time
solution to catch new
Active Directory attack
paths

[2] Send the information
to the SOC - make sure
to not send false

positive information to
the SOC

[3] Processes between
the SOC team and the

AD team to respond
during the « safe
windows »
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COMO ALSID para AD PUEDE AYUDAR

CLOUD & ON-PREM

NO AGENTS NO PRIVILEGES AD-NATIVE NEAR-INSTANT VALUE




COMO ALSID para AD PUEDE AYUDAR

FIND AND FIX YOUR EXISTING WEAKNESSES

* Immediately discover, map, and score existing weaknesses
» Follow our step-by-step remediation tactics and prevent attacks

AD ADMINS
BLUE TEAMS & AUDITORS

CLOUD & ON-PREM

NO AGENTS NO PRIVILEGES AD-NATIVE NEAR-INSTANT VALUE




COMO ALSID para AD PUEDE AYUDAR

FIND AND FIX YOUR EXISTING WEAKNESSES UNCOVER NEW ATTACK PATHWAYS
* Immediately discover, map, and score existing weaknesses » Continuously identify new vulnerabilities and misconfigurations
» Follow our step-by-step remediation tactics and prevent attacks * Break attack pathways and keep your threat exposure in check

AD ADMINS AD ADMINS
BLUE TEAMS & AUDITORS SOC ANALYSTS

CLOUD & ON-PREM

NO AGENTS NO PRIVILEGES AD-NATIVE NEAR-INSTANT VALUE




COMO ALSID para AD PUEDE AYUDAR

FIND AND FIX YOUR EXISTING WEAKNESSES UNCOVER NEW ATTACK PATHWAYS
* Immediately discover, map, and score existing weaknesses » Continuously identify new vulnerabilities and misconfigurations
» Follow our step-by-step remediation tactics and prevent attacks * Break attack pathways and keep your threat exposure in check

AD ADMINS AD ADMINS
BLUE TEAMS & AUDITORS SOC ANALYSTS

DETECT ONGOING ATTACKS IN REAL TIME

» (et alerts and actionable remediation plans on AD attacks
» Help your SOC team visualize notifications & alerts in your SIEM

SOC ANALYSTS
THREAT HUNTERS

CLOUD & ON-PREM

NO AGENTS NO PRIVILEGES AD-NATIVE NEAR-INSTANT VALUE




COMO ALSID para AD PUEDE AYUDAR

FIND AND FIX YOUR EXISTING WEAKNESSES UNCOVER NEW ATTACK PATHWAYS
* Immediately discover, map, and score existing weaknesses » Continuously identify new vulnerabilities and misconfigurations
» Follow our step-by-step remediation tactics and prevent attacks * Break attack pathways and keep your threat exposure in check

AD ADMINS AD ADMINS
BLUE TEAMS & AUDITORS SOC ANALYSTS

INVESTIGATE INCIDENTS & HUNT FOR THREATS DETECT ONGOING ATTACKS IN REAL TIME
» Search and correlate AD changes at object and attribute levels » (et alerts and actionable remediation plans on AD attacks
» Trigger response playbooks in your SOAR » Help your SOC team visualize notifications & alerts in your SIEM
° INCIDENT RESPONDERS ° SOC ANALYSTS
THREAT HUNTERS THREAT HUNTERS

CLOUD & ON-PREM

NO AGENTS NO PRIVILEGES AD-NATIVE NEAR-INSTANT VALUE
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THANK YOU!

Jesus Barrajon — Country Manager Iberia

www.alsid.com ‘ hello@alsid.com @ AlsidOfficial ‘ @AlsidOfficial




