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Active Directory

• Governs authentication, holds all passwords

• Manages access rights to every vital asset

• Is a 20-year-old design that didn’t evolve much

• Is impossible to maintain in a pristine state

Clean AD implementations are a myth, and hackers 

know how to exploit weaknesses

Active Directory holds 

the keys to your realm
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T H E  CY B E R  K I L LC H A I N  F R A M E WO R K

Phishing 

campaign on 

selected targets

Initial Endpoint 

compromise

Company’s 

infrastructure 

cartographyLocal privilege 

escalation

Lateral

movement

Credentials replay 

on privileged 

accounts Privileges 

Escalation on AD

Post exploitation 

(persistence, 

backdooring)
Business 

resources 

tampering

Exfiltration using

side-channel 

tunnels

Target 

recognition

A security gap that has received too little attention 

from our industry, and far too much from hackers
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W I D E S P R E A D  C O M P R O M I S E

PEN-TESTING

SIEM-BASED CORRELATION

COMPLIANCE & AUDIT TOOLS

PAM SOLUTIONS

AGENT-BASED BEHAVIORAL DETECTION
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MALWARE 

INJECTION

PHISHING RECONN-
AISSANCE 

CREDENTIAL 
THEFT

EXPLOITATION PRIVILEGE 
ESCALATION

PERSISTENCELATERAL 
MOVEMENT

First part of the attack:

Target = Workstation

Second part of the attack:

Target = Active Directory

Third part of the attack:

Target = Active Directory +  Business data
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Fourth part of the attack:

[A] Data encryption & ransom asked

[B] Data theft & sold on the dark market

[A] 

[B] 



Malicious documents 

files (droppers) 

distributed as 

attachments through 

phishing attacks

User is invited to open 

the attachment, then 

malicious code  (1)  is 

run to download 

additional code: 

Trickbot or Emotet

Trojan.W97M.POWLOAD

TrojanSpy.Win32.TRICKBOT

Or

TrojanSpy.Win32.EMOTET

Dropper downloads 

Trickbot (2)  or Emotet

(2)  to be used for:

▪ Stealing 

credentials

▪ Active Directory 

reconnaissance

Performs lateral 

movement using Active 

Directory:

▪ MS17-010 

vulnerability (SMB 

exploit)

▪ Networks shares 

(compromised 

accounts)

▪ PsExec, etc.

When the AD 

misconfiguration 

(=attack path) is 

detected, the last part 

of the code  (3)  is 

downloaded and 

deployed in the 

organization

Upon execution, it 

will perform its 

encryption routine: 

Local and shared 

files becomes 

encrypted and 

ransom notes are 

activated

Ransom.Win32.RYUK

Waiting for AD misconfiguration

TRICKBOT

DomainGrabber

AV & EDR deactivation

1 2 3

The DomainGrabber code is a specific 

“tool” to perform the Active Directory 

reconnaissance
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AV o  EDR no  de tec ta la  p r imera carga en mai l s  de  ph ish ing

Example A

Only 1 AV/EDR on 
60 has detected the 
first Payload inside
the PDF file

Example B

Only 1 AV/EDR on 
60 has detected the 
first Payload inside
the PDF file
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Waiting for AD misconfiguration

TRICKBOT

DomainGrabber between 1 & 4 hours

“Safe window”





NO AGENTS AD-NATIVENO PRIVILEGES NEAR-INSTANT VALUE

CLOUD & ON-PREM



FIND AND FIX YOUR EXISTING WEAKNESSES

• Immediately discover, map, and score existing weaknesses

• Follow our step-by-step remediation tactics and prevent attacks 
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UNCOVER NEW ATTACK PATHWAYS

• Continuously identify new vulnerabilities and misconfigurations

• Break attack pathways and keep your threat exposure in check

FIND AND FIX YOUR EXISTING WEAKNESSES

• Immediately discover, map, and score existing weaknesses

• Follow our step-by-step remediation tactics and prevent attacks 
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UNCOVER NEW ATTACK PATHWAYS

• Continuously identify new vulnerabilities and misconfigurations

• Break attack pathways and keep your threat exposure in check

FIND AND FIX YOUR EXISTING WEAKNESSES

• Immediately discover, map, and score existing weaknesses

• Follow our step-by-step remediation tactics and prevent attacks 

DETECT ONGOING ATTACKS IN REAL TIME

• Get alerts and actionable remediation plans on AD attacks  

• Help your SOC team visualize notifications & alerts in your SIEM
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INVESTIGATE INCIDENTS & HUNT FOR THREATS

• Search and correlate AD changes at object and attribute levels

• Trigger response playbooks in your SOAR

UNCOVER NEW ATTACK PATHWAYS

• Continuously identify new vulnerabilities and misconfigurations

• Break attack pathways and keep your threat exposure in check

FIND AND FIX YOUR EXISTING WEAKNESSES

• Immediately discover, map, and score existing weaknesses

• Follow our step-by-step remediation tactics and prevent attacks 

DETECT ONGOING ATTACKS IN REAL TIME

• Get alerts and actionable remediation plans on AD attacks  

• Help your SOC team visualize notifications & alerts in your SIEM
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AD ADMINS

BLUE TEAMS & AUDITORS

AD ADMINS

SOC ANALYSTS

INCIDENT RESPONDERS

THREAT HUNTERS

SOC ANALYSTS

THREAT HUNTERS
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