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SonicWall Market Share: Lider en Firewalls SMB- Midsize

Enterprise
$2.500
Opportunity
$2.000
. SMB i Midsize - Lideres
Leader
3%
$1.000
32% 17% 4%
$500 l l l
$0

$500 to $1,499 $1,500 to $5,000 $5,000 to $9,999 $10,000 to $29,999 0

M SonicWall m Others

* Source: IHS Network Security Appliances & Software Market Tracker Q4 2017
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OROCRONO

Sensores Paises Monitorizacion Respuesta a Ejemplos de Malware Eventos maliciosos
& Territorios vulnerabilidades 0-Day recogidos cada dia analizados cada dia

Nuestra plataforma
ASoni cWal |

L a b analiza los datos
recogidos por nuestra
red nNnCapture
Net wor kincluye g u
dispositivos en todo el
mundo.

SONICWALL



& WORLDWIDE ATTACKS - LAST 24 HOURS https://securitycenter.sonicwall.com

+

TOP 3 ATTACKER IP ADDRESS

e

TOP 3 ATTACK ORIGINS TOP 3 ATTACK TARGETS
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Get the2020
year full Threat Report.

Exclusiveyber threat
Intelligenceand analysis.
Only fromSonicWall Capture Labs.

SonicWall.com/ThreatReport

S O N | CWAL L® sonicwall.com | @sonicwall SONICWALL



Lo mas significativo:

56 % | Ransomware EPEL | Mew Threats - Capture

WORLD WIDE 56% over same period last year @ WORLD WIDE 37% over same period last year
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ARansomwarecrece a un 56% ANueva amenazasen endpoint: Microsoft
Office & PDF file breach




= B
>70% 5%

del trafico de Internet De todo el malware
esta encriptado usa encriptacion
TLS/SSL TLS/SSL

Solo el 5% de los clientes inspeccionan el trafico TLS/SSL.
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@ COVID-19 Dashboard by the Center for Systems Science and Engineering (CSSE) at Johns Hopkins University (JHU)

6.418.078

Confirmed Cases by
Country/Region/Sovereignty
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Lancet Inf Dis Article: Here. Mobile Version: Here.
Lead by JHU CS5E. Technical Support: Esri Living Atlas team and JHU APL. Financial Support: JHU and N5F. Click here to donate to
the CSSE dashboard team, and other JHU COVID-19 Research Efforts. FAQ. Read more in this blog. Contact US.
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Global Deaths
US State Level

3 8 1 . 0 64 Deaths, Recovered
106.274 deaths 29.968 deaths, 66.262 recovered
us New York US
39.452 deaths 11.771 deaths, 26.815 recovered
United Kingdom New Jersey US
33.530 deaths 7.085 deaths, recoverad
ltaly Massachusetts US
31.199 deaths 5.667 deaths, 48.838 recovered
Brazil Pennsylvania US
28.943 deaths 5.553 deaths, 38.099 recovered
France Michigan US
27.127 deaths 5.525 deaths, recoverad
Spain lllinois US
10.637 deaths 4.320 deaths, recoverad
Mexico California US

Global Deaths Global Recovered 4 US Deaths, Recovered [»
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OCUPADOS QUE EMPEZARON

A TELETRABAJAR POR LA
Technology e

% sobre el total de los trabajadores

Coronavirus Forces World’s Largest e
Work-From-Home Experiment —

Palses Bajos
By Shelly Banjo, Livia Yap, Colum Murphy, and Vinicy Chan Bélgica |
February 2, 2020, 1:00 PM PST Dinamarca
Irlanda
Suecia
Austria
» Startups that rely on Chinese manufacturing have no ‘Plan B’ ftalia

Portugal

faCe Oj Francia

¢ 1 ; 19 . 1 1 Alemania
( EU27
Lituania

El presentismo laboral se ha trasladado a los hoq*arf's con cep. Checa

videoconferencias y mensajes frecuentes, avisan los E\p:’;‘l ms Estonia

Huge, Stressfr "af
Chipre

“ Lituania
e e a a O elerating in the U.S. But th  Polonia
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FUENTE: Eurofound LA VANGUARDIA

» Co-working is out, video chat apps are in as offices close
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RETO DE' NEGOCI O ACTuALe~ E . p .

Esta nueva realidad. deTI dlstrlbulda
acelerada por el COVID19, esta -
creando una explosion.de punt()s de
exposicion sin precedentes. -

race to digitize proliferation of apps, devices_ borderless organlzaflons ;

pervasive cloud sensors everywhere componentized, virtualized evolving regulaﬁbns

SONICWALL



De un modelo bastion, con un perimetro definido a
def ender e




A un modelo parecido al de un aeropuerto, sin perimetro
concreto y datos, usuarios distribuidosé

15
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Fl aimtroduce
nuevas e inteligentes tacticas de atague

Russia T

HaCkers find new toavaat ac

Americans work fi Decathlon Espana pirateada: filtrados los
outbreak

datos de trabajadores, tiendas y clientes

La division espanola de la minorista deportiva ha sido hackeada y han expuesto los datos
de sus trabajadores.

Un virus informatico afecta al Hospital de
Torrejon, que trabaja con papel desde el R S metemmone e
viernes

uickly spread throughout the world.

2020 CoronaVirus Survival Guide
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Porfolio soluciones SonicWall:

CAPTURE CLOUD
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THREAT DETECTION MANAGEMENT
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SONICWALL

Foco en: * BOUNDLESS
' CYBERSECURITY

,e % / —_— / @ /‘ Ntwork

~ | Security Appliances
Cloud/Saa S /

Moblje Acc A , N

e e o) : . :
.7\.- \ o > X
BT —
Y A \ 5
b Al ;'
2 !

3 A - ~ e ‘V, S :'. /- : 2 j:' K ".‘4‘2:,'7,:___" \ ; S ,
’f Va /58 ";5 ﬂ’ﬁ %. . \ Sk R Ty @ﬁ :
. o A. ; / -i - - \.\ , '. ]. W)n'standard A . . % :( . =73 T o . > 2 mpe

orts
F(og dewces /\ Y Ransomware /\ Malware

Neverefore_ -f/. Phishing - /\ /\ loT attacks

seen variants | A\ Encrypted Memory /\

threats threats
Malicious code Cryptojacking

Sidechannel .



Acceso Remoto Seguro |
autenticacion segura

SONICWALL



Situacion Actual y DesafiQssin perimetro

ATeletrabajo y reorganizacion de las
empresas en tiempo récord.

A Alternativa de acceso segura para que los
trabag_adores puedan sequir trabajando.
Objetivo: intentar que la experiencia del
usuario sea lo mas parecida a estar
fisicamente en la oficina .

ANuevos desafios de seguridad . Los
credenciales son el nuevo perimetro
acceso desde dispositivos personales (no
corporativos), entorno hostil.

AFalta de soluciones y licencias necesarias
para esta nuevo entorno.

SONICWALL
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Soluciones de SonicWall para conectividad remota segura

( )
Firewall (SSL VPN & IPSec VPN) SMA 100 Series SMA 1000 Series SonicWave Series
100-250 U 250+ . N
Sers Users Capacidad: n CWifi @
SSL VPN Client Enfoque principal de esta Homeo Abil ity
A Principalmente TZ, o hasta 20 presentacion: Ai sl e a {tasgiehi gl
usuarios de su red corporative
IPSec Client - Esta es la mejor solucion para la domestica.
A Escalabilidad (1000s) pero mayoria de los clientes
limtadoa @At unnel m@de é6Capacidad de oficina virtual vs Puede complementar
tunelizacion SMA para usuarios

y seleccionados

Control y proteccion del acceso
Saas directo

6 Recomendamos incluirlo con a
cada despliegue para

Capture Client  ¢arantizar la integridad del Cloud Application
SONICWALL punto final Security




SecureMoblile Access (SMA&)Serie 100 & Serie 1000

SMA 500v
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— SMA 410

SMA 210

100

Performance 210

Concurrent users Up to 200 users

SONICWALL

Enterprise / Cloud / Fed-DoD

[l o= L0 =gddd

~ SMA 7210

SMA 8200v

— ol mi elele

 SMA 6210

2,000 5,000 10,000
Maximum concurrent users

410 500V

Up to 400 users 250

6210

2000

" GLOBAL HA
CLUSTER WITH CMS

7210

10000

g8200v

5000
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Solucioneg Acceso Remoto Seguro

AAccesosclientless desde equipos no
corporativos, sin necesidad de instalar
ningun software para el acceso (portal
SSLVPN).

ASecurizacién de la autenticacion de los
usuarios remotos (2FA).

Conae ALicenciamiento flexible - Incremento

o puntual de usuarios (Spike Licenses.
| o | = , o o
@ ¢ veesot A |dentificacion y autorizacion de

@ dispositivos (Device Managementy
EndPoint Control (EPC))

Duo
Mobile

SONICWALL
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Solucioneg Acceso Remoto Seguro

ARestringir los accesos a determinadas
horas del dia (Login Schedules.

ARestringir los accesos en funcion de la IP
de origen , por Reputacion (AntiBotnet ) o
por ubicacion geografica (GeolP) .

AEnrutar todo el trafico del usuario por el
Tunel SSL (incluido Internet) para tener un
mayor control de su actividad (Tunnel All
mode).

ALevantar la conexién VPNantes de que el
usuario hagalogin en el equipo, y no
permitir que desconecte la sesion  (Always
On VPN).

SONICWALL

Login Schedule Settings

[ Enable Login Schedule @
0~2~4~6~8 ~10~ 12~ 14~ 16~ 18

‘ Sunday

‘ Monday

‘ Tuesday

‘Wedensday

Thursday

Friday
‘ Saturday

I Permitted (Click and Drag to select section. Hold the Ctrl key down to select multiple items)

|:| Denied

25



SecureMobile Accesg Virtual Office
e B0 @

55 o

Secure Mobile Access

SONICWALL

Welcome to the SonicWall Virtual Office
SonicWall's Virtual Office provides easy and secure remote access to the corporate network from anywhere on the Internet.
Click a pre-defined bookmark or create your own to securely access a corporate network resource.

Launch NetExtender to create a secure network connection to the corporate network for full network access.

%%

NetExtender
Disconnected
Click to connect

A

File Shares
Browse shared files on
your corporate network.

<=
jol

@
@

Showing 1-17 of 17 records | 24 per page

SMA Demo Citrix 7.7
XenApp

Citrix

Click to connect

Mobile Connect for
Android

URL_https

Click to connect

SonicWALL NGFW
Site’

URL

Click to connect

SONICWALL

&

iF @

SMA Demo Citrix 7.7
XenApp HTMLS
Citrix

Click to connect

Mobile Connect for
i0s

URL_https

Click to connect

SMA Demo Shared on
DC2

CIFs

Click to connect

SMA Demo Terminal
Server Farm HTML5
ROP

Click to connect

SMA Demo
Certificate Server
HTTP

Click to connect

SMA Demo Ubuntu
Server
ssHvz

Click to connect

@ &

SMA Demo Terminal
Server Farm Java

ROP
Click to connect

SMA Demo OWA

HTTPS
Click to connect

@ &

SMA Demo Terminal

Server Farm Native ...

RDP
Click to connect

SMA Demo

P Tea

HTTP
Click to connect

@ &

SMA Demo Ubuntu
Server

WNC

Click to connect

SonicWALL ATP

URL
Click to connect

Citrix files

URL
Click to connect

SonicWALL Live

URL
Click to connect

26



Nuestra solucion: Single Sign-on federado

SONI CWA LL" Secure Mobile Access | WorkPlace

Access:Web  Zone: Default zone

To access a resource, cick its name from the list below.

=/ Personal Bookmarks =)

HR
(9 Concur \ & FearLess Campaign tracker

Travel and expense application Marketing program tracker

&)
®)

Cloud and

@ ADP - Payroll Site
Payroll for US Team members We b Sales I\.%JI

applications

Bamboo HR
© & SFDC salesforce

SonicWzll CRM instz
& sonicwall Benefits nicWs instance

Benafits sign up and Info Portal N
o Competitive Corner - Sales

K j Competitive Comparison Materials

Support et @ mysonicwall.com
( \ Registar products and manage product subscriptions
@ nnerwall
SenicWall Intranet @ Ppublic Training Pages

Customer facing product kraining info

@ IT Helpdesk
Local & SecureFirst Partner Portal
@ Product SLIppOI't appl |Cat|0nS Partner Program access and management partal
Product Support Site

€ Sonicwall Live Demo site
@ RFE Tracker Public demo access for partners and customers

\ Request Feature Enhancements j
SONICWALL

LaSolucionde Sonicwall

A EventoSingle login

A Cualquiemplicacion

A Cualquiedispositivoautorizado

A Multiple factor deautenticacion



Proteccion de Aplicaciones
SaaS y Correo Electrénico
(CAS)

SONICWALL



Situacion Actual y Desafig#roteccion Correo Electronico

ATradicionalmente ha sido uno de los
vectores de ataque mas habituales
pero ahora mismo lo es mas.

c /6 3AD8Og
ALos cibercriminales saben que en estos {1/ ma1q) MR
momentos la mayoria de las ol /- '
organizaciones son muy vulnerables .
Mayor probabilidad de robo de datos y
de credenciales.

Alncremento en el volumen de ataques
de malware y phishing (tematica
Coronavirus).

SONICWALL
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Cloud App Security (CAS)

AHerramienta que permite monitorizar los
ogins de los usuarios (Account Takeover

Protection) para evitar robo de
credenciales.

Anti Phishing

Zero Day Malware

Data Security (DLP)

Alnspeccion avanzada de phishing y
Saa5 & Web antimalware (multiples motores ).

APrevencion defugas de informacion
(DLP).

Alntegracion con aplicaciones en la nube
mediante APl 0 s

SONICWALL



CLOUD STORE

SONICWALL

Active Saas applications / 3
¢& OneDrive
r‘] .

Office 365 OneDrive
Top-of-the-line set of productivity tools

(=)

Inactive Saas applications / 8
& Google Drive

Google Drive
Gat acoess 1o files anyu.-nere :n'uugn gafune

Cloud storage

servicenow

ServiceNow
Service Management for the Entire
Enterprise

Coming Soon

@z Outlook
0 Offics

Office 365 Mail
Top-of.the-line set of productivity tools

box

Box

Quickly amd easily work securely with
anyone

Slack

A messaging app for teams

Coming Soon

B> SharePoint
Q) offic

Office 365 SharePoint
Top-of.the-line set of productivity tools

M Gmail

Gmail
Gmail ts busilt on the idea that email can be
more efficient and usefu

EGN.TE

Egnyte
Secure File Sharing, Smart Collaboration, In
the Cloud & on Premises

Coming Soon

cimrix
Drophox Sharefile
Dropbox Citrix ShareFile
Safe, SI"T‘p'E wa',' 1D accezs )'O ur files on a'\y InduL:rual.f.:reng:n file shar I'ls, madea for
device yaur imd LSty

- o



Cloud App Security (CAS)

Despliegue en pocos minutos

SONICWALL = MySonicWall

Sign Up

Confirm Password

1. Activar y Aprovisionar

SONICWALL

Saas Selection

& Google Drive box

&& OneDrive @ Outlook
gon 0

Google

Office 365 Emails

B> SharePoint M Gmail 2.3 Dropbox @ ShareFie
Qomee
Offce 365 sharepont Gmei  oropben

e emal can be mare eficent and
sefd

2. Seleccionary Autorizar

=

poLICY
Polcy Rules

( coogle Drve
O offce 3650nerve [

© offce 365 Emais

() ofice 365 snarepoint
@ Gmail

© oropbox

3. Configurar y Monitorizar




Cloud App Security (CAS)

SONICWALL
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