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Privileged accounts than employees

THE EXPANDING ATTACK SURFACE



THE ATTACK SURFACE CONTINUES TO GROW



Identifying the Legitimate Privileged Access…



Identifying the Legitimate Privileged Access…



Forrester estimates that at least 

80% of data breaches have a 
connection to compromised

privileged credentials, such as 
passwords, tokens, keys and 

certificates

The Forrester Wave: Privileged Identity Management, Q4 2018



FOUR SCENARIOS…



THE UNINTENTIONAL INSIDER

GitLab employee 

accidentally deletes

important data

50% of 

organizations 

reported that their 

single worst 

breach during the 

previous year was 

attributed to 

inadvertent human 

error. 

(Source: “Information Security 

Breached Survey.” HM 

Government, Conducted by 

PwC)



THE EXPLOITED INSIDER

A campaign of just 10 emails will 

typically yield a greater than 

chance that at least one person 

will become the criminal’s prey.

(Source: Verizon, “Data Breach Investigations Report”)

Ukraine Attack 

225,000 left in the dark



THE MALICIOUS INSIDER

Common motivations to be aware of:

FINANCIALANGER HACKTIVISM OUTSIDE  

INFLUENCE

Account for 26% 

of insider attacks, 

but are the most 

costly

Sage Group employee arrested 

for accessing 

data on 280 customers



THE EXTERNAL INSIDER

At least 60 percent of organizations allow third-party vendors 

to remotely access their internal networks.

According to a recent Ponemon survey…

49%
of respondents 

experiences a data 

breach caused by 

a 3rd party

see the 

problem only 

getting worse73%



Think Like an 

Attacker



LATERAL MOVEMENT, PRIVILEGED ESCALATION

ENDPOINTS INFRASTRUCTURE CRITICAL ASSET

LATERAL MOVEMENT LATERAL MOVEMENT



RISK MITIGATION



BREAKING THE ATTACK CHAIN

Existing Access

External Compromise

On-Premises

Hybrid

Cloud



Risk based program designed to secure privileged access across all environments

CLOUDON PREMISES HYBRID

PREVENT 

CREDENTIAL 

THEFT

STOP LATERAL 

& VERTICAL 

MOVEMENT

LIMIT PRIVILEGE 

ESCALATION & 

ABUSE

CYBERARK BLUEPRINT: 3 GUIDING PRINCIPLES



RISK-BASED CREDENTIAL PROTECTION

CONTINUALLY SCAN THE 

ENVIRONMENT TO DETECT 

PRIVILEGED CREDENTIALS 

AND ACCOUNTS

ADD ALL DISCOVERED 

PRIVILEGED ACCOUNTS TO 

THE PENDING QUEUE TO 

VALIDATE PRIVILEGE

AUTOMATICALLY ADD 

PRIVILEGED ACCOUNTS TO 

BE MANAGED AND ROTATED 

IN THE DIGITAL VAULT

DISCOVER ONBOARD MANAGE



PRIVILEGED SESSION MANAGEMENT

SEPARATE ENDPOINTS 

FROM CRITICAL TARGET 

SYSTEMS TO PREVENT 

LATERAL MOVEMENT 

MONITOR, TRACK AND 

DETECT SUSPICIOUS 

PRIVILEGED ACTIVITIES AND 

EVENTS IN REAL TIME 

SUPPORT FORENSIC 

ANALYSIS AND AUDIT WITH 

DETAILED AUDIT OF 

PRIVILEGED ACTIVITY 

ISOLATE MONITOR RECORD



CYBERARK  ANALYTICS ENGINE

REAL-TIME ANALYTICS  

POWERED BY PROPRIETARY 

PROFILING ALGORITHMS 

DETECT ANOMALOUS ACTIVITY

CYBERARK 

LOGS

SIEM 

SOLUTIONS

ACTIVE 

DIRECTORY

NETWORK

COLLECT AND INGEST 

DATA FROM CRITICAL 

COMPONENTS

COLLECT AND INGEST DATA 

FROM CRITICAL COMPONENTS



Network 

Devices

Servers Cloud /PaaS

Databases Applications

Security 

Appliances

Websites/ 

Web Apps
Cloud 

Infrastructure

Enterprise Resources

SECURE APPLICATION ACCESS

Type System

Application Servers

CI/CD Tools Chains

Container Platforms 
/PaaS

SDKs & Dev. 

Libraries
Go, Java, Ruby, Python

.NET, C/C++, CLI, REST

Multiple Platforms
Windows, *nix, 

zOS, Cloud

RPA

Security Tools

Other Third Party 

Applications
C3 alliance partners solution 

with built in AAM integration

Application Examples

UserName = “app”
Password = “y7qeF$1”
Host = “10.10.3.56”
ConnectDatabase(Host, UserName, Password)

UserName = GetUserName()
Password = GetPassword()
Host = GetHost()
ConnectDatabase(Host, UserName, Password)

BEFORE:

AFTER:

▪ Eliminates risk from hard-coded application credentials

▪ Leverage flexible deployment options to meet the security and 
availability requirements of a wide range of applications



ENDPOINT PROTECTION

+ +

LEAST PRIVILEGE

▪ Remove Local Admin rights from business 

users 

▪ Control command line activity

▪ Segregation of duties on windows servers

APPLICATION CONTROL

▪ Block malicious applications from running 

▪ Elevate Privileges for Authorized 

Applications

▪ Prevent Unknown Applications from 

inflicting damage

CREDENTIAL THEFT PROTECTION

▪ Detect and Block suspected credential 

theft attempts.

▪ Protect OS, browsers and file cache 

credential stores

▪ Contain attacks to the endpoint

LEAST 
PRIVILEGE

APPLICATION 
CONTROL

CRED THEFT
PREVENTION



PAS IS A CRITICAL SECURITY LAYER

PERIMETER SECURITY

PRIVILEGED ACCOUNT SECURITY

SECURITY CONTROLS INSIDE THE NETWORK

MONITORING



C3 ALLIANCE: SECURING DIGITAL TRANSFORMATION INITIATIVES IS A TEAM SPORT

Analytics
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CPM Plug-ins PSM Plug-ins

100+ CERTIFIED JOINT SOLUTIONS 300+ PLUG-INS

100+ CERTIFIED PARTNERS




