Sophos PhishThreat

¢Como puedo concienciar alos
usuarios?
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Formacion como capa de Seguridad

Ninguna tecnologia puede vencer
un ataque de ingenieria social , ,

Frank Abagnale, security consultant
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Los usuarios prestan 5 veces mas interés a
los correos de phishing

Phishing
Attacks
13%

. B2B Email CTR
B2C Email CTR 3,50

2.4%

Consumer marketing emails 5.4x / Business emails 3.7x
Sources: Sophos Phish Threat simulation data , Experian Email Benchmark Report Q4 2016



2 :‘il-’l

w=.2 wene 7 immm iiiif

Security Heartbeat™

Internet

Servers

SOPHOS



SOPHOS

El phishing es un gran negocio,
que provoca grandes perdidas

JOSN

Intentos de suplantacion

S5.3 Billion
in Business Email
Compromise damages

Adjunto malicioso

66% of malware is now
installed via malicious
email attachments

Fugas de datos

Breaches can wipe up to
15% off stock market
valuations



Google

Te damos la bienvenida

@ micorreo@gmail.com v

Sophos.Mola.MAzo0.1234 ©

:Has olvidado tu contrasena? Siguiente

Espariol (Espana) « Ayuda Privacidad Términos
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Solucion: Actuar como los malos

Educar y someter a pruebas a los usuarios para que detecten ataques

PRUEBAS AL USUARIO

SIMULACIONES REALES DE
ATAQUE

MODULOS DE FORMACION
DINAMICOS

INFORMES COMPLETOS
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Mas de 150 ataques diferentes

2 NatWest Multiple scenarios and difficulties

Securi date

e Realistic simulations powered by global
threat intelligence

e Library of international templates from
beginner to expert

Growing library of international content

e Australian Federal e New Zealand Inland

Police Revenue
e Amazon.co.uk Department
- e DVLA e Parcelforce
e Canada Post e Royal Bank of
Canada
e |ondon
Underground
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60 modulos de formacion

Security Topics

Secure social media use Physical security and data
Public Wi-Fi protection

e Phishing e Malicious attachments

e Credential harvesting e Passwords & passphrases
e Vishing (phone phishing) e Two-factor

e Social engineering authentication

e Ransomware e Principle of least privilege
[ ]
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Compliance Topics

EU General Data Protection Regulation (GDPR)
Gramm-Leach-Bliley Act (GLBA)

Health Insurance Portability and Accountability Act (HIPAA)
Payment Card Industry Data Security Standard (PCl DSS)
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2 The Grand Tour

Watch now

Tenemos recomendaciones para ti de la tienda de altavoces de alta fidelidad

-~ vam s = um Tu Amaran ae MNortae da hav  Var tardne Ine deanartamantae
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Concienciacion sobre el phishing

Seleccione una

10

Last campaign

Users tested

100

Passed training

0 PR —

Users caught

Mogulo de rormadcion: suplantacion de identidades

Conectar
con nosotros

amazon £ ¥

Organization summary (last 5 campaigns
Caught-to-open A Report-to-open
ratio ® ® P Fair ratio ® ® P ° ® Poor
Caught users See Report nreat reporters See Re
:lonhe un
Alberto Ruiz Rodas 2 Oct 23,2018 No emails were reported during this timeframe
Mot using the Outlook Add-in? Get started | u Io de
Ivan 1 Sep 19, 2018

nacion

Evaliey

gestione el
nivel de

concienciacion




Synchronized Security
Cybersecurity as a System
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Security made simple.



