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Ransomware: Mas persistente y
mas inteligente
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Evolucion del Ransomware

e Antes de 2016: CryptolLocker

 2076: Petya

 20177: WannaCry

e 2018: Descenso. Mineria de bitcoins.
e 2079: Ransom + Publicacion de datos

e 2020: Tendencia al alza

STORMSHIELD

Who is the King of Ransomware on the DarkWeb?
(number of affected organizations)

MAZE ® Sodinokibi W Conti MW DoppelPaymer ™ NetWalker

B Pysa Nefilim cLoP Suncrypt AKO

Ragnar_Locker ™ Sekhmet M Avaddon m DarkSide

Fuente: @darktracer_int



Sectores mas afectados por Ransomware
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STORMSHIELD Fuente: @darktracer_int
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;Como hacer frente al
rasomware?
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Medidas Antiransomware

1. Backup
Proteccion del puesto de trabajo

Proteccion perimetral

W N

Cifrado de datos
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Medidas Antiransomware de Stormshield

%

NETWORK ENDPOINT
SECURITY SECURITY

DATA
SECURITY
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Stormshield Endpoint Security

Evolution

SSSSSSSSSSS



SES Evolution

Proteccidon avanzada basada en comportamiento capaz de
bloquear amenazas desconocidas y ataques de dia cero

STORMSHIELD
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Agente SES Evolution

STORMSHIELD

v

- STORMSHIELD .
Endpoint Security

PROTECTION STATUS

WORKSTATION PROTECTED

Latest events

Agent

Agent group

Security policy

Policy last updated on
Last connection to server

(:) Check for updates

Q BEHAVIOR-BASED PROTECTION v
O APPLICATION CONTROL v
Q DEVICE CONTROL Vv

& SELF-PROTECTION

J] Alert - Execute file 3/16/2020 7:10:23 PM +01:00
|| Critical - Ecriture d'une valeur registre 3/16/2020 1:25:12 PM +01:00
|| Critical - Ecriture d'une valeur registre 3/16/2020 9:05:01 AM =01:00

1.0

Default group

Default Policy vi1
3/19/2020 3:51:25 PM
3/19/2020 3:51:55 PM
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Funcionalidades de Sequridad
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Protecciones de prevencion de amenazas

Y

@

Buffer Overflow

ifi
a

=5 Stack pivoting

Prevents the creation of fake stacks that would allow

hackers to control program execution

(o]

Process Hollowing

Status Disabled v + ? Apps - Apps known to perform stack pivot...

+

Default behavior

Status Enabled +

b

=

Application Hooking

STORMSHIELD

13



Protecciones de prevencion de amenazas

'%

Privilege Escalation Keylogging Credential Theft
Keylogging Mode Test v Generate an incident = [  Description « Trusted: Web browser and their sub-processes X
Apps - Web browsers X « Zone - Trusted native programs: Windows X
Status Disabled v + X
« Zone - Trusted native programs: ProgramFiles (.. X

3 <+  Apps-Web browsers X
+

( Default behavior Status Enabled v

STORMSHIELD



Proteccion de recursos del sistema

A o

Application Control File Access Control Registry Access Control

B Files Mode Test ™ ( Generate an incident 3= [  Description « Edge can write files to its installation directory

Read Allow ~ Write Allow ~ Create Allow v Delete Allow v + Windows - Edge as a Windows Component

Windows - Edge Package Installation Directory

( Default behavior Read Allow ¥ Write Block ¥ Create Block ¥ Delete Block v

B Files Mode Test ™ ( Generate an incident = [  Description « Control Panels can change recent destinations paths

Read Allow ~ Write Allow ~ Create Allow ~ Delete Allow “~ ¥ Windows - Control Panels
Windows - CustomDestinations

Default behavior Read Allow %~ Write Block ¥ Create Block ¥ Delete Block v

STORMSHIELD



Proteccion de la red y control de dispositivos

5 &

Application FireWall WiFi and Bluetooth Protections
I-IJ' USB devices Mode Protection ( Generate an incident =
1 + X
Name Corporate key X
Class Mass Storage (08h) v
Sub-class

Wendar kingst:l

Praduct Kingston Technology (0951)
Kingston Technology Company Inc. (13fe)

Serial ne. | Kingston Technolagy Company, Inc. (De56)

" Apply
STORMSHIELD
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Device Control
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Monitorizacion
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SES Evolution

— o =

Solucién hibrida EDR / EPP que bloquea los ataques 'y
recopila informacidn

STORMSHIELD
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Entender qué ha pasado

Gather Information
Specific logs with common fields
AN Detailed information for each protection

Per rule override for severity and upload options

‘\(15‘ Manage Priorities
TN Immediate upload of Alerts

Less urgent logs deferred

Easy log filtering with basic and advanced filters

STORMSHIELD
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Share Information
Syslog export for SIEM integration
JSON format compatible with most SIEM

SES Server used as proxy for SIEM export

Understand the attack
Alerts uploaded with context
Attack chart generated to visualize the events

Create exceptions directly from logs
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Gestion de logs de agentes

Y Default filtters 'Y Advanced filters ﬁ

v FILTERS
Log type Séverite Status Attribute Category of contact Agent group Agent Application
Event (16) Trés haute (8) LETASH) Self-protection (0) Threats (1) Default group (57) abr-server19 (38) 721900-x64.exe (24)
Incident (12) HIGH (33) In progress (0) Protection (57) File (30) DESKTOP-A4E5HRC (19) dasHost.exe (12)
MEDIUM (16) False positive (0)  Internal (13) Registry (11) wininit.exe (9)
Low (0) Fixed (0) Audit (6) Process (1) AgentSetup_x64.exe (7)
Closed (0) Network (14) OneDrive.exe (2)
Device (0)
Internal (0) Q
DATE v BLOCKED AGENT MESSAGE TYPE SERVER POLICY STATUS ACTIONS
The 'dasHost.exe’ process attempted to :
> 3/9/2020 1:55:30 PM EJ‘EI'S:TUE)I':-CI)‘:IETS\(’-\'E(S CA. communicate over the network to remote address Outbound net... :J\nt: Mtalware P New R /’
" ff02::c and remote port 3702 via UDP DA
I © > 3/9/20201:4%30PM Q DESKTOP-A4ESHRC T Anti Malware P... New s ,
The 'hfs.exe’ process attempted to communicate :
> 3/9/2020 1:48:48 PM irasvald .. overthe network to remote address 18520497  Outbound net.. "t MawareP... New R 4
ABR-SERVER19\Admini... : Protection
and remote port 20 via TCP
abr-server19 ocideid Anti Malware P... New ® ,s

3/9/2020 1:46:45 PM

STORMSHIELD
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Gestion de alertas de agentes

ATTACK CHART @ Grouperlesnceuds  © INFORMATION = RAW LOGS
Name PID
® & g g () powershell.exe 880
Command line
. g "C:\Windows\System32\WindowsPowerShell\v1.0

\powershell.exe" "-Command" "if((Get-
ExecutionPolicy ) -ne "AllSigned’) { Set-

ExecutionPolicy -Scope Process Bypass }; & "C:\Users
—— 0O = \test\Desktop\03-execute.ps1™

r A Process creation date Process end date
D LJ
— P
i 3/9/2020 2:11:28 PM 3/9/2020 2:11:39 PM
-+
L Output code
—0- ..EU.. - The operation

completed successfully.
CONTEXT LOGS 1/162 log(s) Data about this incident are partial You can request more details to the agent. ! Request more deta

Path
@® Alerts only ‘ Epinglés uniquement Search Q CAWindows\System32\WindowsPowerShell\w1.0
\powershell.exe
11, - The 'powershell.exe’ process attempted to run the 'C:\Users\test\Desktop
3/9/2020 2:11:39 PM Process execution \Malware.2.0.exe’ process @ Hash

MD5: CDA48FC75952AD12D99E526D0B6EFT0A
SHA1: 36C5D12033B2EAF251BAE61CO0690FFB17FC

SHA256: 908B64B1971AG79CTE3EBCE4621945CBAL

® Certificates Microsoft Windows, Microsoft Win

STORMSHIELD



Stormshield Network Security

BreachFighter
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How Stormshield
Breach Fighter works

Example of an email with a suspicious attachment
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Stormshield Data Security
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Stormshield Data Security

Stormshield Data
Enterprise

STORWES L
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Protect
Files
Exchange
080 Protect the in the cloud
confidentiality
_ Man_a%e of information
the confidentiality of data

n > )

Automatic

Centralized synchronization
Protect Data Administration y

Virtual or local Safe / USB key

@ e B

Collaboration Read data
on the device

Integrating
encryption into applications
* Optional *

ENCRYPTION EVERYWHERE

Stormshield Data
For Cloud & Mobility
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Stormshield Data Security
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Reduccion del Agnostico
riesgo Facilita soluciones
de datos en claro colaborativas en cualquier
plataforma

STORMEHIEL D
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Integracion

con las aplicaciones de
negocio

Aprovechando

herramientas
colaborativas de manera
segura
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Graclas

STORMSHIELD

Estamos en contacto

Bg P° dela Castellana, 200 B +349190472 44 X iberia@stormshield.eu
28046 Madrid




